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Mission Statement
Preparing learners for the future by providing a sustainable outstanding educational experience where all
students realise pursue and achieve their full potential, enabling them to thrive as adults.

Aims

e To provide students with quality Internet access as part of their learning experience across all curricular areas.

e To provide clear advice and guidance in order to ensure that all Internet users are aware of the risks and the
benefits of using the Internet.

e To evaluate Internet information and to take care of their own safety and security.

e To raise educational standards and promote student achievement.

e To work with other schools and the local authority to share good practice in order to improve this policy.

We have a duty to provide students with quality Internet access as part of their learning experience across all
curricular areas. The use of the Internet is an invaluable tool in the development of lifelong learning skills.

Used safely Internet access will not only raise standards, but it will support teacher’s professional work and it
will enhance the learners school experiences.

We acknowledge that the increased provision of the Internet in and out of school brings with it the need to
ensure that learners are safe. We need to teach students how to evaluate Internet information and to take care
of their own safety and security.

E-Safety, which encompasses Internet technologies and electronic communications, will educate students about
the benefits and risks of using technology and provides safeguards and awareness to enable them to control
their online experience.

Using the internet for online research is a valuable activity that learners need to understand as they prepare for
adult life.

However, the learners attending Greenfields School can have histories of poor behaviour and some may have
inappropriate usage prior to joining the school so please refer to individual learner risk assessments prior to using
internet access to ensure correct measures of supervision are in place.

On occasions there may be a specific prohibition order concerning internet access applied to a young person by
a court order. In this case, staff must, where necessary for the purposes of education, access the internet on

behalf of the young person and relay any necessary information to them by printing out information for lessons.

Sarah Hale (Acting Headteacher) is the named responsible person for ensuring that this policy is implemented
and embedded as a CEOP’s Ambassador and ensures training is provided for staff & students.
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Safe usage

The school Internet access will:

= be designed for student use.

= Under no circumstances should learners have unsupervised access to the internet.
= include school filtering configuration

= provide filtering which is reviewed annually and improved if necessary;

= include filtering appropriate to the age of students;

= have virus protection installed which will be updated regularly;

= be constantly monitored

Authorising Internet Access

= Before using any school ICT resource, all students and staff must read and sign the ‘Acceptable ICT Use
Agreement’.

= All students and school personnel will have Internet access monitored

= Any learners with high risks will have risk assessments in place & strategies put in place to educate learners
so IT can be used.

Inappropriate Material

= Anyinappropriate websites or material found by students or school personnel will be reported to the e-Safety
Coordinator who in turn will report to the Internet Service Provider to be added to Fortitude to block future
access.

Curriculum
= Learners will complete iDEA challenge badges to raise awareness & promote safe usage.
= Learners will learn BTEC ICT qualifications when aged 14+
= School will promote safe usage through workshops, displays & thematic days.
= Learners will use ICT across the curriculum, skills challenge writing cv, creating PowerPoints for
discussions/presentations in subjects, using word to type, use of interactive boards in subjects etc.

Internet System Security

= Fortitude

= Everyone must be aware that under the Computer Misuse Act 1990 the use of computer systems without
permission or for inappropriate use could constitute a criminal offence.

Complaints of Internet Misuse
= The Head teacher/Deputy will deal with all complaints of Internet misuse by school personnel or students.
=  Parents/Carers/Carers will be informed if their child has misused the Internet.

Social Networking and Personal Publishing

Students will not be allowed access:

= tosocial networking sites except those that are part of an educational network or approved Learning Platform;
= to newsgroups unless an identified need has been approved

Registering for most social networking sites requires each user to enter their date of birth and other personal
details such as an email address, name, etc. Please find below the legal age requirement for a selection of the
most popular social network providers:

® Facebook — Legal age to join is 13 and above.

e Twitter — 13 years and older

® Pinterest — Legal age to join is 13 and above.

® Google Plus+ - Legal age to join is 13 and above.

e Tumblr - Legal age to join is 13 and above.

® Instagram - Legal age to join is 13 and above.

® Flickr - Legal age to join is 13 and above.
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® Snapchat — Legal age to join is 13 and above Even though there is an age restriction put in place, there is no
stopping a child in entering a date of birth that is valid in activating an account. There are still no additional
checks made to ensure that the user is of the correct age.

Please find a list of pages to report abuse for the social network providers named above:

e Facebook — https://www.facebook.com/help/359033794168099/

e Twitter — https://support.twitter.com/articles/15794-online-abuse

® Pinterest — https://help.pinterest.com/en-gb/article/report-harassment-and-cyberbullying
® Google Plus+ - https://support.google.com/plus/answer/2463131?hl=en

e Tumblr - https://www.tumblr.com/policy/en/community

® Instagram - https://help.instagram.com/165828726894770/

® Flickr - https://www.flickr.com/report_abuse.gne

® Snapchat - https://support.snapchat.com/co/harassment

E-mail

Students must:

= report receiving any offensive e-mails;

= not divulge their or others personal details;
= not arrange to meet anyone via the e-mail;
= not take part in sending chain letters

If the bullying is persistent it's possible to block a particular senders e-mail address. An alternative is for the
person being bullied to change their email addresses. Your email provider will have information in the “Help” or
“Support” section of their website and also information on how to create a new account. School will also address
the matter in line with our bullying policy.

Details for reporting offensive content from some of the most popular email providers include:

e Outlook.com (Hotmail / Office 365) - https://support.microsoft.com/en-us/office/phishing-and-suspicious-
behaviour-0d882ea5-eedc-4bed-aebc-079ffal1105a3 or email abuse@outlook.com

e GMail - https://support.google.com/mail/contact/abuse

e Yahoo! Mail - https://help.yahoo.com/kb/SLN3403.html

® mac.com / iCloud - To report suspicious emails that you have received in your iCloud.com, me.com or mac.com
inbox, please send them to abuse@icloud.com.

Instant Messages (IM) have become integrated to other popular services, especially social networking. For
integrated and stand-alone IM providers it is usually possible to block messages from offensive users. For
stand-alone IM services users are at liberty to change Instant Messenger IDs so that a bully is not able to
contact their victim any more. Many providers have information on their website about how to do this. In
addition, the Instant Messenger provider can investigate and shut down any accounts that have been misused
and clearly break their terms of service. The best evidence for submitting to your IM provider is archived or
recorded conversations and many IM providers allow their users to record all messages.

Registering for many IM applications requires users to enter in their date of birth as well as other standard
details such as an email address, name, etc. Please find below the legal age requirement for the most popular
IM applications:

e Skype — No age restrictions;

® Facebook Messenger — 13 years and older;

® SnapChat - 13 years and older;

® WhatsApp — 16 years and older;

® Yahoo Messenger - 18 years and older to use the chat facility;

e AIM (AOL Instant Messenger) — 13 years and older.

The current mechanisms to report IM abuse to these providers include:
® Skype - https://support.skype.com/en/faq/FA34447/what-should-i-do-if-i-see-abusive-behavioron-skype
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e Facebook Messenger - https://www.facebook.com/help/messenger-app/1642061529351598/
® SnapChat - email safety@snapchat.com or click “Support” on the app;
o WhatsApp — Block offensive messages in the WhatsApp app;

Raising Awareness of this Policy
We will raise awareness of this policy via:

the School Handbook/Prospectus

the school website

the Staff Handbook

meetings with Parents/Carers such as introductory, transition, parent/carer-teacher consultations and
periodic curriculum workshops

school events

meetings with school personnel

communications with home such as weekly newsletters and of end of half term newsletters

reports such annual report to Parents/Carers and Head teacher reports to the Proprietor/Nominated person
information displays in the main school entrance

Training
All school personnel:

have equal chances of training, career development and promotion

receive training on induction which specifically covers:

All aspects of this policy

Safeguarding & Child Protection

CEOPS

ICT — Staff will sign Acceptable Internet Use Agreement

GDPR Data Protection

Anti-bullying

Mobile Phone Safety

Photographic & Video Images

Internet Social Networking Websites are age restricted & not to be accessed during school day
receive periodic training so that they are kept up to date with new information

receive equal opportunities training on induction in order to improve their understanding of the Equality Act
and its implications.

VVVVYVYYVYVVY

The following documentation is also related to this policy:

= Dealing with Allegations of Abuse against Teachers and other Staff: Guidance for Local Authorities, Head
teachers, School Staff, Governing Bodies and Proprietors of Independent Schools (DfE)

= Equality Act: Advice for Schools (DfE)

=  Keeping Children Safe in Education: Statutory Guidance for Schools and Colleges (DfE)

=  Working Together to Safeguard Children: A Guide to Inter-agency Working to Safeguard and Promote the
Welfare of Children

Monitoring the Effectiveness of the Policy
The practical application of this policy will be reviewed annually or when the need arises by the coordinator, the
Head teacher.

Head teacher: Sarah Hale Date: 30/06/2025

Head of Education: Tonia Lewis Date: 30/06/2025

APPENDIX A — Kept in staff personnel files
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Acceptable ICT Use Agreement

| understand that the school Internet facility is for the good of my professional development, for the development of this school and must be used only for
educational purposes.

| realise that | have a personal responsibility to abide by the set rules and regulations when using the Internet and | am aware of the consequences if | breach
them. | am aware that by beaching the rules and regulations it may lead to:

. withdrawal of my user access

. the monitoring of how | use the Internet
. disciplinary action

. criminal prosecution

I will report immediately to the E-Safety Coordinator any accidental access to inappropriate material or websites that | may have.

I will log on to the Internet by using my password, which will be changed every half term, or if | think someone knows it. When using the school’s Internet | will
not:

. use the Internet in such a way that it will bring the school into disrepute

. use inappropriate or illegal websites

. use the internet for personal usage during contractual work hours

. download inappropriate material or unapproved software

. disrupt the time of other Internet users by misusing the Internet

. use inappropriate language

. use language that may provoke hatred against any ethnic, religious or other minority group
. produce, send out, exhibit or publish material that will cause offence to anyone

. divulge any personal information about myself, any other user or that of students

. divulge my login credentials or passwords to anyone

. use the login credentials or passwords of any other user

. use a computer that is logged on by another user

. use any social networking site

. transfer the images of students without prior permission of the head teacher and from guardians
. use email for private use but only for educational purposes

. compromise the Data Protection Act or the law of copyright in any way

| agree to abide by this agreement.

Employee Name: Head teacher Name:
Employee Signature: Head teacher Signature:
Date: Date:
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